OAKWOOD

COMMUNITY SCHOOL

Intellectual Property Rights
& Confidential Information

Date

Written and reviewed by Jayne Crossley 2303 26
Headteacher review Kate Stevens Date 24 03 26
Proprietary board review Mandy Cheriton-Metcalfe Date 24 03 26

Next Review

March 2027




OAKWOOD
COMMUNITY

SCHOOI

Contents

LR Y11 1 T OO PSP P RT PRSP 2
D2 I 1 19114 o SRR OPPRRR 2
3. Ownership of IntelleCtual Property ........oooo oot e e e e e st e e e e e e e e e e e e e e e annneneeaeeeaanns 3
4. Use of School INtelleCtUal PrOPEIY ........coi ittt e st ae e e e st e e e ennae e e enreeeeennes 3
5. Use of SChool INtellECtUAI PrOPEITY ......coiii et e e e et e e e e e e e saabaneeaaeeeans 4
6. Confidential INfOrMATION ..........oiiiiiiii et e e e e e e e e e e s s s teaeeeeeeesassteeeeeeeeansntaneeaaesaanns 4
7. Actions Required Upon Staff Separations (Resignation, Retirement, Termination)...........cccccocoiiiiiinnnen. 4
T U] o] Tez=1 (o] T=T o To I DL (o 1= U = SRR 6
1S =] (=Y To o I o o] o2 SRR 6
(O =Y o To] i1 Te T @] g Tot=T o o F- 3SR SOPUPRPR 6
11.TraiNiNG AN AWAIENESS ......eeiiiiiiiie ittt e e e e e et e s e bt e e e e a bt e e e abee e e annbe e e e nbbeeeenbeeeeenbeeeeannbeeeeanres 6
1. Aims

The aims of this Policy are to:

o Protect the intellectual property (IP) created within the School

e Safeguard confidential and sensitive information

¢ Clarify ownership rights and usage of intellectual property

¢ Promote innovation, academic integrity, and responsible information handling
o Ensure compliance with applicable laws and regulations

This Policy applies to intellectual property and confidential information created, received, stored, or
transmitted in connection with School activities.

2. Definitions

2.1 Intellectual Property (IP)
Intellectual Property includes, but is not limited to:

e  Copyrighted works (lesson plans, course materials, presentations, publications, software,
videos, artistic works)

e Research outputs and data

e Patents and patentable inventions

e Trademarks, logos, and branding materials

o Designs and prototypes

o Databases and digital content

2.2 Confidential Information

Confidential Information includes any non-public information relating to:
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e  Pupils (academic records, health records, personal data)

e  Employees (personnel files, salaries, evaluations)

e Financial records and budgets

e Examination materials and assessments

e  Curriculum, schemes of work, long term planning, short term planning and lesson planning
e Research data not yet published

e  Strategic plans and internal communications

o [T systems, passwords, and security protocols

Confidential information may be in written, electronic, visual, or oral form.

3. Ownership of Intellectual Property

3.1 Employee-Created IP
Unless otherwise agreed in writing:
o Intellectual property created by employees in the course of their employment or using
substantial School resources shall be owned by the School

e Teaching materials developed as part of assigned duties are the property of the School

o Employees may retain authorship credit unless contractually restricted

3.2 Pupil-Created IP

e  Pupils generally retain ownership of intellectual property they create
e However, if IP is created:

e  As part of sponsored research,

e Using significant School resources, or

e Under a written agreement,
Ownership may be shared with or assigned to the School.
3.3 Joint and Sponsored Projects
For collaborative or externally funded projects:
e  Ownership shall be determined by written agreement prior to project commencement

e  Sponsored research agreements shall comply with funder requirements

4. Use of School Intellectual Property

. School-owned IP may not be reproduced, distributed, modified, or commercialised without
written authorization

e  Staff and Pupils may use School IP for educational purposes only, unless otherwise permitted

e Unauthorised use may result in disciplinary action
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5. Use of School Intellectual Property
All members of the School community must:

e  Respect copyright laws
o  Obtain proper licenses for software and digital materials
o Cite and reference sources appropriately

¢ Avoid plagiarism and unauthorised reproduction

Violations may lead to academic or disciplinary action.

6. Confidential Information

6.1 Duty of Confidentiality
All individuals covered by this Policy must:

e Maintain strict confidentiality of sensitive information
e Use confidential information only for legitimate School purposes

° Not disclose confidential information without authorisation

6.2 Data Protection

Handling of personal data shall comply with applicable data protection laws.

6.3 Security Measures
The School shall implement reasonable administrative, technical, and physical safeguards, including:

e  Secure passwords and access controls
e  Encryption where appropriate

e  Secure storage of physical records

e  Regular data backups

e  Staff training on data protection

7. Actions Required Upon Staff Separations (Resignation, Retirement,
Termination)

Upon cessation of employment for any reason, the following actions shall apply:

7.1 Return of Property
Departing staff must, on or before their final working day:

o Return all School property, including laptops, devices, ID cards, keys, storage media, and
documents

e Return all hard-copy confidential materials

e Confirm that no School-owned intellectual property or confidential information remains in their
possession
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7.2 Transfer of Intellectual Property
Departing staff must:

e  Provide copies of all work-related intellectual property created during employment
e Transfer administrative access to shared drives, platforms, and accounts

° Ensure lesson plans, assessments, research files, and institutional documents are stored in
designated School systems

e Provide necessary documentation to allow continuity of work

7.3 Deletion of Information from Personal Devices
Where School information has been accessed on approved personal devices, staff must:

e Permanently delete all School confidential information
. Remove School email accounts and access credentials

e  Provide written confirmation of deletion if requested

7.4 Continuing Obligations
Confidentiality obligations:

e  Continue indefinitely after employment ends
e Apply to both intellectual property and confidential information

e  Prohibit use of School IP for personal gain without written authorisation
Former employees may not:

e Retain copies of confidential information
o Represent themselves as acting on behalf of the School

e Use School branding, trademarks, or proprietary materials without permission

7.5 IT and Access Controls
The School shall:

e Disable system access on or before the final working day
e Retrieve or reset passwords
e Review and revoke third-party platform access

e  Secure shared accounts and administrative permissions

7.6 Exit Acknowledgment
Departing staff may be required to:

e Sign a confidentiality reaffirmation statement
e  Confirm compliance with IP transfer and data deletion requirements

e Participate in an exit interview addressing data security obligations

Failure to comply with these requirements may result in legal action or financial liability.

Page 5 of 6



OAKWOOD
COMMUNITY
SCHOOI

8. Publication and Disclosure

e Research findings may be published in accordance with academic standards
o Confidential or proprietary information must not be disclosed without proper authorisation

e Patentable inventions must be disclosed to the School before public release

9. Breach of Policy
Violations of this Policy may result in:

¢ Disciplinary action (including termination)
e Legal action
e  Financial liability for damages

e Revocation of access to School systems

Serious breaches involving personal data may require notification to regulatory authorities.

10. Reporting Concerns
Suspected violations of this Policy must be reported to the Headteacher

Reports shall be handled confidentially and without retaliation.

11. Training and Awareness
The School shall:

e  Provide periodic training on IP and confidentiality
o Make this Policy accessible to all stakeholders

e Require acknowledgment of this Policy upon hiring, enrolment, or contract engagement.
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